
Password and privileged account
management need check list

1 in 3 hackers say
 accessing privileged 

accounts is the easiest 
and fastest way to get 

at sensitive data

62% of breaches 
are from 

privileged account 
abuse

85% of hackers say
people are the
weakest links 

in the chain

10 simple questions to discover if you need a password
and privileged account management solution
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Do you manage your passwords using spreadsheets, sticky notes, word documents,
note books or other “manual” methods?

Do you, or anyone at your organisation, ever share passwords?
(This may be because you have one account to share on an app or for convenience etc)

Do you have IT Administrators that have multiple account access to different
systems? (they may need different privilege levels on different systems)

Do you have contractors that do work on various systems at your workplace?
(for instance, accounting packages, databases, servers, routers,sharepoint, website and so on)

Do you effectively control password complexity and roll overs for all systems and
staff?

Do you know all the systems, services and applications your staff have access to?

Can you be 100% sure you disable access to all services and systems an employee 
or contractor has had access to when they leave?

Are you ever subject to an audit?

Do you have pressure to, or need to, comply with the ASD’s Top 4 or Essential 8? 

Is the Notifiable Data Breaches amendment to the Privacy Act a concern to your
organisation?
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If you answered “Yes” to any of the questions 1-7,  you may need a PAM Solution - Secret Server.
If you answered “Yes” to multiple questions 1-7 then you need a PAM solution - Secret Server.
If you answered “No” to any of the questions 8-10 then you definitely need a PAM solution - Secret Server.
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