Why EDR? vV vIPRE

Hackers never stop improving. It's what we all do to combat against this that is of the
utmost importance. Anything less an Al-driven solutions are no longer enough to defend against
the latest emerging threats. Endpoint Detection and Response (EDR) leverages automation
and autonomous defence to introduce a new way of securing against the new threats.

Traditional Endpoint Protection Vs. EDR: What is the Difference?

Traditional endpoint protection focuses more on prevention, stopping threats from entering
a corporate network. These traditional solutions will not act unless an attack can be positively
identified. This is a great first line of defence; but it is not bulletproof.

When an attacker bypasses the traditional solution - it is time for EDR to act. EDR triggers on
suspicious activity and allows us, your security team, to mitigate the threat before attackers can
move into your network.

EDR can highlight potential threats that traditional endpoint protection does not feel
confident in blocking outright. We call these “grey threats”, where a file or process is behaving
out of the ordinary - it allows us to go and investigate before it possibly becomes a problem.

It’s the ultimate safety net that catches any hazards that slip past traditional endpoint protection.
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On top of that, EDR gathers intelligence about the attack, using context from this incident to help the

security team respond more effectively in the future.

Do I Need Both?

Combining traditional Endpoint Protection and EDR is a way to get the best of both worlds; they are

not standalone tools, nor should they be used inisolation. VIPREs EDR includes multiple

sophisticated threat engines from its Endpoint Protection product but with EDR, you will also be pro-

tected by:
- - Enhanced powerful malware detection from multiple threat engines
—— - Correlated behavioural analysis engines highlighting not just certain threats, but grey threats as
e well
= e« Endpoint/device isolation allowing removal of suspected device from your network while we
e investigate so as not to infect the rest of the environment
o e ee ° Remoteshell capabilities that allow access to managed endpoints within the network, even
R when isolated
mx - Ransomware rollback that will undo malicious activity as it happens to ensure users are not
| — affected
- - Threat analyser tools that allow us to drop suspicious files into an isolated sandbox and see
- what it throws back
= m e - Vulnerability patching that will automatically patch and update vulnerabilites found across 3
[= - party applications
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